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The Federal Trade Commission (FTC) has issued the Red Flag Rule under the Fair and Accurate Credit Transaction Act of 2003, which requires businesses and organizations that hold covered accounts (accounts for which a person makes repeat payments) to design and maintain an identity theft prevention program. This policy is designed to protect new and existing accounts from potential identity theft or fraudulency.
Rocky Mountain College of Art + Design has developed and implemented a policy compliant with the final rule, and takes identity theft very seriously. To view details about the Red Flag Rule designated by the FTC, visit their website at: http://ftc.gov/redflagsrule.
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I. Purpose

The purpose of this policy is to prevent and mitigate identity theft. The program will include guidelines and procedures to:

1. Identify red flags for relevant accounts offered or maintained by the organization, and incorporate a system for recognizing red flags.
2. Detect red flags that have been incorporated into the policy.

3. Respond to the red flags appropriately and immediately. 

4. Administer the program consistently, ensuring the guidelines and procedures affectively address red flag cases, with updates to reflect changes in student and employee safety.

II. Definitions

Identity Theft 

Fraud committed or attempted using the identifying information of another person without authority.

Covered Account

An account that a financial organization, or creditor, offers or maintains, primarily for personal, family, or household purposes, that is designed to permit multiple payments or transactions from a individual over a designated period of time. Covered accounts include credit card accounts, mortgage loans, margin accounts, cell phone accounts, utility accounts, checking and savings accounts, an any other account that the financial organization or creditor offers or maintains, for which there is a foreseeable risk to students, the consumer, or to the safety and soundness of the organization or creditor from identity theft, including financial, operational, compliance, reputation or litigation risks.
Red Flag
A pattern, practice, or specific activity that indicates the possible existence of identity theft.

III. Identification

The following alerts, warnings, or notifications from consumer reporting agencies, service providers, or other, indicate the possibility of fraudulent activity:
a. Requested documents appearing altered or forged.
b. Inconsistent personal identification information, such as photograph or descriptive information not accurately representing the student or consumer.

c. Requests made from a third party, or non-college issued email account.

d. Requests to mail personal information from the college to an address not listed on file.

e. Unusual use or activity on a covered account.

f. Multiple attempts to access consumer information with misinformation or failed pass codes.

IV. Detection

The program will address the detection of red flags in connection with opening or existing covered accounts and/or personal information by:

a. Strongly advise users to use screen savers with password protection on "waking"; set up new systems this way.

b. Set up system defaults in CampusVue to keep SSN off reports, using student IDs instead.

c. Encourage and educate users to keep unnecessary personal information off of CampusVue reports.

d. Conservative permissions in CampusVue, assigning only the rights that are required for each person's job.

e. Encrypt credit card info in CampusVue.

f. Keep admin access to Active Directory, gmail, and servers to a minimum.

g. Require passwords for access to any sensitive information.

h. Monitor log files for any evidence of tampering or data breach, including unexplained data changes, overuse of a login, and excessive failed login attempts.

i. Periodically require password changes, both for individual users and for VPN, admin passwords, etc.

V. Response
If a student’s personal information is compromised, the college is responsible for notifying any party involved as soon as the secured information has been compromised.  RMCAD follows strict guidelines to ensure the safety of our students’ personal information, but are not responsible for damages caused by a criminal violation or breach in security.  For this reason, every student has the option to purchase identity theft protection through an identity theft protection agency of their choice. By enrolling in a protection plan, the student may receive proactive identity theft protection alerting them of activity linked to their name or address, along with other benefits of purchasing identity theft protection at a reasonable cost.

The appropriate responses to red flags are provided as follows:

a. Monitor the account in question for evidence, keeping a record of any activity being sure to keep permanent documentation in the account file regarding the attempt, or committed offense on the account. 

b. Deny access to any account where a security breach is suspected until further information can be obtained to confirm or deny the red flag as a legitimate breach.

c. Notify immediate supervisor of the potential security breach and fraudulent activity.

d. Once fraudulency has been confirmed, determine if any response is necessary under the particular circumstances.

e. Contact the account holder to notify them of suspicious activity.

f. Recommend to the account holder that they:

a. change passwords, security codes or other account access information,

b. close the exiting account,

c. reopen the account with a new number, or

d. open an entirely new account.

g. If warranted, file a report documenting the security breach and fraudulent activity with law enforcement.

If there is a major data breach in which the College has reason to believe that a significant amount of student data has been compromised, the College will alert students as to the nature of the breach via the RMCAD email account and post notice of this on the Student Portal. The notice will include information regarding credit counseling and safety measures that students may consider taking to protect their identity. In the event that an individual student or small group of students (25 or fewer) have had data leaked, the College will make efforts to contact these students via phone and/or in person to discuss the nature of the breach and provide information regarding credit counseling and identity protection.

VI. Administration
Updates to the policy and employee training on identification theft are to be continuous in nature, and accessible to all employees. Occurrences that necessitate revision or possible updates to the policy include:
a. The experience of identity theft within the organization, on any level.

b. New methods of identity theft.

c. Changes to detect, prevent, or mitigate identity theft.

d. The addition, or elimination, of accounts the organization offers or maintains.

e. Changes in the organization’s affiliation with other entities.

f. Amendments to the Red Flag Rule set forth by the FTC.

Oversight of the Red Flag Rule Policy will reviewed and delegated by The College Board of Trustees. Reporting on the Red Flag Rule Policy shall be addressed annually, in compliance with the FTC rules and regulations. Reports include issues such as:
a. The effectiveness of the policy addressing the risk of identity theft in connection with opening covered accounts, as well as the risks for existing covered accounts.
b. Service provider agreements.

c. Incidents of identity theft and management’s response.

d. Recommendations for changes in the policy.

Service provider agreements must require that activity of a service provider is conducted in accordance with the organization’s identity theft policy as well as FERPA. Current service providers in arrangement with the organization prior to the implementation of Red Flag Rule policy must agree to abide by the new rules and regulations per the Federal Trade Commission. New service providers are to sign a contract that defines the rules of the policy, to ensure the safety of the consumer as well as the organization.
VII. Penalties and FTC Enforcement
Although there is no active schedule for auditing organizations as of date, a negative event could initiate an investigation of the organization. There are three forms of penalties that could apply separately, or collectively, in the case of a negative occurrence.
1. Federal Trade Commission is authorized to apply enforcement actions in federal court for violations and can enact monetary penalties of up to $2500 for each violation.

2. State Enforcement by Colorado government may bring actions on behalf of their residents and may recover up to $1000 for each violation, as well as attorney’s fees.

3. Civil Liability is the most significant action that can be taken upon the organization. Along with damage to its reputation, each consumer may be entitled to recover actual damages sustained from a violation. There is a possibility of class action lawsuits potentially resulting in massive damages.
VII: Sources
http://www.educause.edu/Resources/Browse/IDTheftRedFlags/34457
http://ftc.gov/redflagsrule
http://www.nacua.org/documents/FACTA_GeneralSummary_091508.pdf
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